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DETAILED ACTION 

1. The terminal disclaimer received March 14, 2005 is sufficient to overcome the 
double patenting rejections to claims 17, 22 and 23. 

Allowable Subject Matter 

2. Claims 17, 22 and 23 are allowed. 

3. The following is an examiner's statement of reasons for allowance: Claims 17, 22 
and 23 define a computer program product and a process for maintaining a secure 
electronic data search system for a third party data repository which contains document 
data files encrypted to make them secure from the administrator of the repository, such 
a system having a manifest listing access controls for each electronic data file stored in 
the data repository and a record maintained by a documents originator listing document 
access privileges for each computer with access to the electronic data stored in the 
repository which record is maintained secure from the administrator of the repository. 
The closest prior art, Frisch and Garfinkel, teach a similar product and process; 
however, neither Frisch nor Garfinkel teach nor disclosed the following in combination: 

a. updating the manifest for the electronic data file document stored in the 
repository; 

b. identifying all computers with access to the electronic data file document 
and for changing such access privilege records in an update for communicating 
the change in access to all affected computers; 
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c. encrypting in a vault of the document originator a document of the 
originator, prior to forwarding it on to a vault of the repository; 

d. signing the encrypted document in the vault of the repository before 
storing the document in the electronic repository and returning to the originator's 
vault proof of deposition of the encrypted document; 

e. sending from the vault of a requesting user to the repository's vault a 
request to use the requested document; 

f. retrieving from the repository's vault a copy of the document in encrypted 
form and forwarding it along with the requester's identity, to the originator's vault; 

g. verifying in the originator's vault that the requester is authorized to view 
the document from the access control list in the originator's vault identifying 
access privileges for the document; 

h. decrypting the document in the originator's vault when the requester has 
access and forwarding the decrypted document directly to the requester's vault; 
and 

i. having the requester's vault provide proof of receipt of the decrypted 
document. 

Any comments considered necessary by applicant must be submitted no later 
than the payment of the issue fee and, to avoid processing delays, should preferably 
accompany the issue fee. Such submissions should be clearly labeled "Comments on 
Statement of Reasons for Allowance." 



Application/Control Number: 09/459,240 
Art Unit: 2132 



Page 4 



Conclusion 



Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Jung W Kim whose telephone number is (571 ) 272- 
3804. The examiner can normally be reached on M-F 9:00-5:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron can be reached on (571) 272-3799. The fax phone number 
for the organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-21 7-91 97 (toll-free). /\/ 
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